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1.LOGIN FLOWCHART

https:{fahed nasa.gov/login

NASA Badge?

Login
Using Launchpad

MASA Guest
Account?

Login.gov
account?

Is your Login.gov account
email the same as your MASA
Guest Account email’?

Create a Login.gov

account

Sign in with your
No Login.gov credenfials

Yes

Link your Login.gov
account with MASA

Sign in with your
Login.gov credentials

Sign in with your
Login.gov credentials

Register your account
with AHED

Contact us

Link your Login.gov
account with your MASA
Guest Account Wait for AHED account
approval

Log in to AHED using
Login.gov

Approved?
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2.FIRST TIME USERS

2.1. NASA Badge: Users with Smartcard or Agency ID

Users with a NASA Smartcard or Agency ID don’t need to register in AHED. To Contribute, Sign in
with Launchpad. No other steps are required.

2.2. Non-NASA Badge: Users without Smartcard or Agency ID

1. In https://ahed.nasa.gov/login > Sign-up, click on Register with Login.gov.

oocincov @

o=

NASA is using Login.gov to allow you to sign
in to your account safely and securely.

Sign in for existing users

Privacy Act Statement 3

This site is protected by reCAPTCHA and the Google Privacy.
Policy @ and Terms of Service @ apply.



https://ahed.nasa.gov/login
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2. If you already have a Login.gov account, sign in and follow instructions from step 6.

3. If you don’t have a Login.gov account, click on CREATE AN ACCOUNT. Provide your
email, select language and read and accept Rules of Use.

= Anofficial website of the United States government Here's how you know ~

O LOGIN.GOV @’

@ Create a Login.gov account using the same email as
your NASA guest account.

oo

NASA is using Login.gov to allow you to sign
in to your account safely and securely.

Create an account for new users

Enter your email address

Select your email language preference
You will receive emails from Login.gov in the language you
choose.

© English (default)
O Espaiiol
O Frangais

O 3 (EiFR)

[ I read and accept the Login.gov Rules of Use &8

4. You will receive an email to confirm from no-reply@login.gov to confirm your email

O LoGIN.GOV

Confirm your email
Thanks for submitting your email address. Please click the link

below or copy and paste the entire link into your browser. This
link will expire in 24 hours

Confirm email address



mailto:no-reply@login.gov

AHED Login Instructions

5. In the next step, create a 12-characters (or longer) password and then setup an Authentication
method following the online instructions. Adding a second authentication method is optional.

l @ You have confirmed your email address

Create a strong password

Your password must be 12 characters or longer. Don't use
common phrases or repeated characters, like abc or 111.

Password

|

Confirm password

|

[ Show password

Password safety tips +

«Cancel account creation

Authentication method setup

Add an additional layer of protection to yeur Login.gov
account by selecting a multi-factor authentication method

We recommend you select at least two different options in
case you lose one of your methods.

Face or touch unlock

Use your face or fingerprint to access your
account without a one-time code.

Authentication application

Download or use an authentication app of
your choice to generate secure codes.

Text or voice message

Receive a secure code by (SMS) text or
phone call.

Security key

Connect your physical security key to your
device. You won't need to enter a code.

Government employee ID

PIV/CAC cards for government and military
employees. Desktop only.

Backup codes

A list of ten codes you can print or save to
your device. Because backup codes are
easy to lose, choose this option only as a
last resort.

«Cancel account creation
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6. Register the Login.gov account with NASA

Account Update Needed

To improve security and streamline access, NASA will be discontinuing legacy NASA Guest username/password. When this update occurs, all guest users will be required to sign in using Login.gov. We

recommend creating a Login.gov account now before the transition occurs later this year.

Login.gov:

When creating your Login.gov account, it is required that you use the same email as your current NASA Guest Account. Your new Login.gov account will be linked to your NASA Guest Account.

NASA Connect - Guest WiFi Users:

To sign in, select Can't use Login.gov? If you already have a NASA Guest account, choose Sign in with NASA. Otherwise, you can use the form to create a NASA Guest Account. If you've forgotten your

password, a link to reset it is also available from there.

Register Login.gov Account with NASA

The Login.gov account associated with #4refir ¥ s8p 10 700 11p g0 i is not yet registered
with NASA. To log into NASA applications or websites using Login.gov. you will need to register your
Login.gov account with NASA.

This will create a new NASA Guest account and link your Login.gov account to it. If you are intending
to link your Login.gov account to an existing NASA Guest account that has a different email address,
please create a Login.gov account that matches your existing NASA Guest account email address.

To create a new NASA Guest account using the above email address, you'll need to provide more
information:

*First Name *Last Name
First Name Last Name
*CIlIZEhShIp
UNITED STATES b

% am at least 14 years old

O™ have read and agree with the Terms of Service

By continuing. you agree to our Terms of Service and the Privacy Act Statement.
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7. Register your account with AHED. Fill out and submit the registration form. Our team will
review the information and contact you shortly via email.

Additional User Info

Welcome to the Astrobiology Habitable Environment Database Communityl

In order to activate your access to AHED, please provide the information below to help speed up approval time. After submission, you will
receive an email confirming your request (please, check your spam folder). Our team will contact you shortly via email. In the meantime, your
access will remain as “Pending”.

%k Mandatory fields

= Required Field

First Name: Last Name E-mail:

ORCID: ® Affiliation Funding Source(s):
Solicitation Number Discipline(s):

Expected File Types Expected Dataset(s) Volume:

Additional Comments

Submit Information
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8. Once your account has been approved, you will always sign in using
https://ahed.nasa.gov/login > Sign in with Launchpad > Login.gov

First Time User { Login.gov  Help

Smartcard or Derived Certificate

Derived Certificates require an MDM Enrolled Device

Alternate User Log_In

Or choose another option below

Smartcard or Derived Certificate

‘ RSA Token ‘

l Agency User ID ‘

3. Sign in with NASA Launchpad or Login.gov

1. In https://ahed.nasa.gov/login, click on SIGN IN WITH NASA LAUNCHPAD

2. NASA Badge: Users with a NASA Smartcard or Agency ID, log in with your Smartcard or
Agency ID and Password.



https://ahed.nasa.gov/login
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Smartcard or Derived Certificate

Derived Certificates require an MDM Enrolled Device

Alternate User Log_In

Or choose another option below

Smartcard or Derived Certificate

‘ RSA Token ‘

‘ Agency User ID ‘

3. NON-NASA: Use the Login.gov option and sign in with you login.gov email and password.

First Time User{ Login.gov ) Help

Smartcard or Derived Certificate

Derived Certificates require an MDM Enrolled Device

Alternate User Log_In

Or choose another option below

Smartcard or Derived Certificate

| RSA Token ‘

I Agency User ID ‘
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4.

Docincov @

oo

NASA is using Login.gov to allow you to sign
in to your account safely and securely.

Sign in for existing users

Email address
Password

[J Show password

Sign in with your government employee 1D

4. Once you are login, you can Contribute and check your existing datasets

For current AHED Users with a NASA Guest account:

Connect your NASA guest account to your Login.gov

account

NASA is discontinuing standalone NASA Guest username/password credentials and switching to
authentication using Login.gov. Your NASA Guest account is linked to your AHED datasets via the
email address used to create your NASA Guest account. Therefore, when creating your Login.gov
account, it is required that you use the same email as your current NASA Guest Account. During
the process of creating a Login.gov account, you will be asked to Link your Login.gov account with

your NASA Guest account

10
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Account Update Needed
To improve security and streamline access, NASA will be discontinuing legacy NASA Guest username/password. When this update occurs, all guest users will be required to sign in using Login.gov. We
recommend creating a Login.gov account now before the transition occurs later this year.

Login.gov:

When creating your Login.gov account, it is required that you use the same email as your current NASA Guest Account. Your new Login.gov account will be linked to your NASA Guest Account.

MNASA Connect - Guest WiFi Users:

To sign in, select Can't use Login.gov? If you already have a NASA Guest account, choose Sign in with NASA. Otherwise, you can use the form to create a NASA Guest Account. If you've forgotten your
password, a link to reset it is also available from there.

Link Login.gov Account with NASA Guest Account

The Login.gov account associated with ‘i & sl ¥ aubzar ) 3w vt 1 v a0 is not yet linked with your NASA Guest account associated with the same email address. To log in to NASA applications or
websites using Login.gov, you will need to link your Login.gov account to your NASA Guest account.

Your existing Guest account:

First name

Last name

Would you like to link your accounts now?

Yes, |

ny Login.gov account with my NASA Guest account

Alternatively, if you have an existing Login.gov account that you would like to use to access AHED,
please contact us and we will change the email used in your existing AHED account to match your
Login.gov account.

11
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